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This module introduces three major legal and ethical concepts governing how
college and university officials, including student employees, may disclose student
information reported following an incident of sexual and interpersonal violence:
privacy, confidentiality, and privilege.
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When it comes to privacy and disclosure, every situation demands an individual
assessment of what information can and cannot be shared as matter of law, policy,
and ethics.

The module defines and compares these concepts, and evaluates how they are
applied in the frameworks of FERPA and Title IX. The learning objective is for
officials who interact with students to understand the meaning of these terms and
how to apply them in practice upon receiving a report of sexual and interpersonal
violence and investigating and resolving the matter.

Click the "Start Course" button to begin.
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This module includes both audio and visual information. You will need to review all material,

including listening to the audio content and completing tests, to earn credit for the module.

What do these concepts mean?



While the concepts of privacy, confidentiality, and privilege are often used interchangeably,

they mean very different things in the student context.
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Privacy

Privacy is a legal concept. From the broadest view, it refers to an individual's right to choose
what they want to disclose about themselves, and to decide what they do not wish to share

with others.

As we will discuss in this module, students have a right to privacy in their disclosures of

sexual and interpersonal violence.

This means they have the right to choose whether to report incidents of sexual and

interpersonal violence to campus officials, or keep that information private.

That privacy right does not end just because they have chosen to make a disclosure. Federal
law prohibits campus officials from disclosing this information to anyone without the

student's consent, unless some exception exists.

And, to the extent campus officials need to share this information to investigate and resolve
the case, they must maintain the student's privacy to the greatest extent possible, and may
only relay this information as necessary for appropriate officials to investigate the incident

and seek a resolution.
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Confidentiality

Confidentiality is an ethical principle. It refers to the duty that a practitioner owes to their
patient or client not to disclose information shared during therapy or treatment without
authorization. The purpose is to promote effective treatment by building confidence and trust

between provider and patient.

We won't cover the details of confidentiality in the medical and mental health settings in this
module. The basic rule is that a practitioner cannot share information disclosed in treatment

except in narrow circumstances, such as:

« acourt order, where the interest of justice outweighs the need for confidentiality
« to attorneys representing clients where the need for involuntary hospitalization arises

« to an endangered person or law enforcement, where a client poses an imminent risk of
harm to an identifiable individual. State law may require such disclosure, and
practitioners who fail to take reasonable care to protect the foreseeable victim of that
danger may also face civil liability under the Tarasoff doctrine.
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Privilege
Privilege applies to communication that takes place within a special and specific relationship
in which the patient or client is protected by law from having their confidential

communication disclosed in a legal proceeding without permission.

Privilege only exists where:



there is a professional relationship with the patient

the information is acquired while treating the patient in a professional capacity

the information is necessary to enable treatment

the patient did not waive the privilege

the privilege and communication was intended to be confidential

Privacy vs. Confidentiality

Legal Privilege

While privacy is a student's
legal right to choose what
to disclose about
themselves,
"confidentiality" refers to
the ethical duty of the
practitioner to protect
information revealed during

Communications made
within a special and specific
relationship protected by
law (attorney-client;
physician-patient) are
privileged from disclosure
in a legal proceeding

without permission.



Unpacking these concepts
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What laws define and protect student privacy?

As experienced practitioners know, a variety of federal laws, along with campus policies,
protect student privacy from disclosure. These include:

» Family Educational Rights and Privacy Act of 1974 (FERPA): 20 U.S.C. § 1232g; 34 CF.R.
Part 99

o Health Insurance Portability and Accountability Act (HIPAA): 42 U.S.C. § 1320d (and
related); 45 C.F.R. Part 164

When can | promise a student confidentiality?

Within the context of Title IX reporting, confidentiality may only be offered by officials who
are not required to report incidents of sexual assault and other crimes under federal and
state law.

Effectively, no institutional official can offer true confidentiality unless they have such a legal
privilege. Only those officials with a legal privilege may promise to keep information
confidential.

For example, a Title IX Coordinator who also is a licensed attorney does not have a legal
privilege when it comes to their conversations with reporting individuals or students accused
of misconduct. Even though the Title IX Coordinator is a lawyer, there's no attorney-client
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What Is the Family Educational Rights and Privacy Act of
1974 (FERPA)?

FERPA is the federal law that governs access to student "education records' and their

disclosure.



FERPA ensures that students can access their own records, and controls when their college
or university and its staff may disclose information within those education records to third-
parties, including the students' parents, other college staff members, the general public, and

other outside requestors.

As a general rule, unless an exception applies, information in a student's
education record may not be disclosed without the student's written
consent.
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What is an "education record" under FERPA?

"Education records" are records that are directly related to a student and that are maintained
by an educational agency or institution or a party acting for or on behalf of the agency or

institution.

In the postsecondary setting, these records include (but are not limited to) grades,
transcripts, class lists, student course schedules, student financial information, and student

discipline files.

The information may be recorded in any way, including through handwriting, print, computer

media, videotape, audiotape, film, microfilm, microfiche, and e-mail
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What is not an "education record"?

The law states that some documents are not part of the "education record," and therefore are
not subject to FERPA disclosure protections. They may, however, be subject to other laws

prohibiting them from disclosure without consent, such as HIPAA and state privacy laws.

FERPA excludes records
“‘made or maintained by a
physician, psychiatrist,
Treatmentrecords PSychologist, orother
recognized professional or
paraprofessional acting in
his [or her] professional or

paraprofessional capacity,
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FERPA education records

do notinclude records

maintained by a law

enforcement unit of the
Law enforcement records

institution that were

created by that unit for the
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Sole possession records
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FERPA education records
do not include records “of
instructional, supervisory
and administrative
personnel ...which arein
the sole possession of the
maker thereof and are not
accessible or revealed to



